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Alignment (3 -4)

No program was selected

Remarks

4.2

SCyber-Edu Program De: Remarks

Covered by strict admission requirements
Not covered
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Intermediate Diploma (4 - 4) Please fill this sheet

Core Knowledge Unites

Elective Knowledge Unites

University Name

Program

Core Knowledge

Cybarsacurity Foundations (CSF)

This KU provides general knowledge of basic concepts in
cybersecurity.

1. Explain basic terms and concepts in the field of cybersecurity.
2. Review cyber risks, threats and vulnerabilities.
3. Explain the methodologies and techniques used to protect data,
systems, and networks.
4. Discuss for cyber risks and

ing 10 cyber incidents.

81 The Importance of Cybersecurity
2 CWE' Iﬁsh. Threats and Vulnerabilities
3. € ity, Integrity and

4. Control Access,

5. Encryption and Its Uses

6. and Cyber Risk

7. Pratecting Data, Systems and Networks

8. Security Know-How and Cyber Thrests Monitoring

9. Detecting and Responding to Cyber incidents.

10. Technologies and Solutions Used in Cybersecurity

11. Social Engineering and the Role of the Human Element in
Cybersecurity

Cybersecurity Design Principles (CDP)

This KU includes the ge and shills of the of
secure-by-design for designing secure and refiable cyber systems.

1. Express the secure-by-design principles.

2. Explain the importance of cybersecurity design principles and how
each principle is useful to design trusted systems.
3. Distinguish the violated design principle for common system
security weaknesses.
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